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Are You Prepared?
COVID 19 and Cybersecurity 
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Create Opportunities  |  We promise to know you and help you.

• “Professional Student”
• Science Teacher / Self Taught Computer Guy
• IT Consultant - Project Manager  IT Staff/Help Desk  Hacker
• Assistant Scout Master (Boy Scouts)
• Boys Scouts Motto: Be Prepared – Are you prepared?

C:\whoami
> m0th_man

2
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Raise Your Hand If…
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Everything Can Talk to Everything….
• Security cameras
• Garage door
• Home thermostat
• Cable TV remote
• Sleep number bed
• “Hey Siri, what’s my 

balance?”
• Roomba
 “Presence”

4
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The Current State of Cybercrime

Sun Tzu:
“Know your enemy and 
know yourself and you can 
fight a hundred battles 
without disaster”
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Risk Landscape 
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Risk Landscape 

7

Remote Workforce

• Remote access 
vulnerabilities

• Impersonation of 
employees

• Personal devices
• Direct application 

access

Phishing Attacks

• Not just email, 
SMS 

• Promises of 
assistance related 
to the pandemic

• Offer medical 
supplies

• Immediate cures

Malware

• Corona Virus Map 
malware 

• Free applications 
to help

• Anti Virus/ 
malware scanning 
and definition 
updates
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Cybercrime and Black Market Economies
• Black market economy to support cyber fraud

– Business models and specialization

• Most common cyber fraud scenarios we see affecting 
our clients

– Theft of credit card information
– Theft of Credentials & 

Account take overs
– Theft of PII and PFI
– Ransomware and Interference 

w/ Operations
– Email phishing is still a root cause in 90% of breaches

8
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Phishing?
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COVID “Opportunities”
1. Virus/health related news
2. Remote Work force
3. Re-opening of businesses
4. SBA funding
5. PPP programs
6. Political news

11
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COVID “Opportunities”
Most breaches 
have a root 
cause in some 
form of Phishing 

What is 
“Spear Phishing”

12
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Example Coronavirus email - March

13

• Contains
URLs 
linking to a 
landing 
page that 
presents 
a CAPTCHA
challenge
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CAPTCHA is legit?

14

• CAPTCHA challenge launches Word
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• The document 
contained
macros that, if 
enabled, would 
then 
download
ZLoader
version 
“1.1.21.0.”

Never Enable Editing/Enable Content

15
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COVID Related Phishing

16

• Other COVID Scams (BankInfoSecurity . Com):
• Enhanced Zeus Sphinx Trojan Used in COVID-19 Schemes
• https://www.bankinfosecurity.com/enhanced-zeus-sphinx-trojan-used-in-covid-19-schemes-a-14267?rf=2020-05-

13_ENEWS_SUB_BIS__Slot1_ART14267&mkt_tok=eyJpIjoiWlRrNE1HRmlOMlF4TWpRNCIsInQiOiJ1OThtTGZpOFlsaGNIa2hJVHN0VmxMdlpwWnFCRmJiOWlqMndsUVNLck9mYlZyRXFTMkc3YmZzdTRwbHFsazRuVXhESkNpQ2thW
mFneEt5QTU1Ym5cL0R1WFRLYVVPOWlSWkxRYkg3ZjdcL3dkV2FmNUhacEszakVMUlg5V0NydFwvUCJ9a

https://www.bankinfosecurity.com/enhanced-zeus-sphinx-trojan-used-in-covid-19-schemes-a-14267?rf=2020-05-13_ENEWS_SUB_BIS__Slot1_ART14267&mkt_tok=eyJpIjoiWlRrNE1HRmlOMlF4TWpRNCIsInQiOiJ1OThtTGZpOFlsaGNIa2hJVHN0VmxMdlpwWnFCRmJiOWlqMndsUVNLck9mYlZyRXFTMkc3YmZzdTRwbHFsazRuVXhESkNpQ2thWmFneEt5QTU1Ym5cL0R1WFRLYVVPOWlSWkxRYkg3ZjdcL3dkV2FmNUhacEszakVMUlg5V0NydFwvUCJ9
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• Email contains password-protected Excel sheets (Figure 
12). The sheet utilized Excel 4.0 macros to download and 
execute the ZLoader version “1.1.22.0.”

Example COVID-19 email - April

17
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• The 
spreadsheet      
contained
macros that, if 
enabled, would 
then 
download
ZLoader

Macro Enabled

18
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COVID Related Phishing
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COVID “Opportunities”
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COVID “Opportunities”
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COVID “Opportunities”
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COVID “Opportunities”
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COVID “Opportunities”

24

Attacks on Outlook Web Access
- Password guessing attacks
- Phishing that harvests credentials
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COVID “Opportunities”
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Attacks on Office365
- Password guessing attacks
- Phishing that harvests credentials
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COVID “Opportunities”
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What’s Next?
• Security firm Check Point Software discovered nearly 

20,000 newly registered domains over the past month 
are using either COVID-19 or coronavirus as part of 
their name 

• Of these websites, 17% were considered suspicious or 
malicious, according to the company's report

• Tune your email filters
– SPF and DMARC
– “DNS Scoring”

27
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Remote Access - How Did Your BCP Fare?

The Boy Scouts Motto:

“Be Prepared”

28
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A Whole New World
We have very quickly gone from “15% remote work force” to 
instances of “greater than 80% remote work force”.  
• What are the “best ways to do this? 
• What kind of remote access is acceptable and/or secure?
• What (new) risks do we need to take into consideration?

29
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Remote Solution Considerations

30

• Licensing, Open Source, Server 
SetupAccessibility

• Portal, Tunneling, Direct 
ApplicationUsability

• Encryption, Multi-Factor 
Authentication, AD integrationSecurity
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A Wide Variety of Remote Access
1. VPN

– Traditional clients
– SSL gateways

2. Remote Desktops
– In-house applications

3. Application Portals
– In-house applications
– Third party systems

 Multi-factor authentication (MFA)

31
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Applications 
1. Citrix

2. Office 365
• Use multi-factor authentication. This is the best mitigation technique to protect against 

credential theft for O365 administrators and users.
• Protect Global Admins from compromise and use the principle of “Least Privilege.”
• Enable unified audit logging in the Security and Compliance Center.
• Enable Alerting capabilities.
• Integrate with organizational SIEM solutions.
• Disable legacy email protocols, if not required, or limit their use to specific users.

https://www.us-cert.gov/ncas/alerts/aa20-120a

 Multi-factor Authentication (MFA)

32

https://www.us-cert.gov/ncas/alerts/aa20-120a
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Planning Remote Access

33

Who is permitted to connect remotely?

What are they permitted to access?

When are they permitted remote connectivity?

Where are they allowed to connect from?

How are they permitted to connect?
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Securing Your Remote Workforce
Organization Connectivity
• Ensure the connection is secure (i.e. disallow use of public Wi-Fi)
• Restrict remote access to only those needed timeframes (business hours or 

current network time restrictions)
• MFA required on any type of access
• Monitoring capability for remote access communications as well as the ability to 

disable quickly if an issue arises
• Capability to log remote access communications (including date, time, user, user 

location, duration, and activity), analyze logs in a timely manner, updated IDS 
and firewall alerts, and follow up on anomalies.

• Strong encryption on all communications (no SSL or TLS prior to 1.2)

34
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Security of Devices and Home Networks

The Boy Scouts Motto:

“Be Prepared”

35
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Securing Your Remote Workforce
Organization-owned Devices
• Company owned devices should be encrypted if they can 

contain sensitive data
• Application whitelisting on company-owned devices
• Ensure support/functionality for all other in-office 

security/technology like patch management including 
antivirus/antimalware updates, vulnerability scanning, event 
logging/collection, etc

36
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Securing Your Remote Workforce
Employee-owned Devices
• Anti-malware protection (company provided or use device posture assessment)
• Enforce OS, application, utility & library patching (company provided or use 

device posture assessment) e.g. Mac OS, MS Office, Adobe Reader, Java 
Runtime.

• Mobile device management or posture-checking access gateway
• Some assurance that all other devices connecting to the network (i.e. personal 

devices) meet security and configuration requirements
• Employee owned devices should be restricted from storing company data
• Employee owned devices should be encrypted to protect sensitive information 

regarding access to the company network

37
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Home Networks and Remote workforce
– Monitoring, Data Loss Prevention, and Alerting

◊ Your “internal network” may now have end points in your 
employees basement/bedroom/home office

◊ Where possible you need visibility…

– Help desk/service desk challenges with remote 
work force

– What else is ”out there”

38
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Operational Continuity in a Remote / Virtual Mode

The Boy Scouts Motto:

“Be Prepared”

39
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Collaboration Software
1. Enterprise
2. Free

• They all do largely the same/similar things
• They all have pros and cons
• They all have software vulnerabilities

 Example…

40
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Zoom Collaboration Software
Three main issues:
1. “Zoombombing”

2. Hacking exploitable 
vulnerabilities

3. Questions about 
encryption

41
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Zoom Collaboration Software
1. “Zoombombing”

– “Old is new again:” WarDialing
– Ability to programmatically guess/find meeting IDs
– 14% success rate

 Easy to prevent

42
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Zoom Collaboration Software
2. Hacking exploitable vulnerabilities

– “Local exploits” allow privilege escalation
– This means they must already be on/in control of PC

 ie. the PC has already been hacked

43
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Zoom Collaboration Software
3. Questions about encryption?

44

Randy
(host)

Sally
(co-host)

John
(participant)

Brian
(participant)
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Zoom Collaboration Software
Secure use of Zoom 
1. Don’t use personal meeting ID
2. Password protect the meeting(s)
3. Don’t post meeting ID or PW on social media
4. Host/co-host allows participants in
5. Keep your software up to date

45

https://support.zoom.us/hc/en-us/articles/360033331271-Account-Setting-Update-Password-Default-for-Meeting-and-Webinar

https://support.zoom.us/hc/en-us/articles/360033331271-Account-Setting-Update-Password-Default-for-Meeting-and-Webinar
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Basic Cyber Hygiene

The Boy Scouts Motto:

“Be Prepared”

46
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Personal Cybersecurity Hygiene
1. Turn on Automatic Updates
2. Manually update your software if necessary

47

3. Use up to date 
Antivirus software

4. Choose/use good 
passwords

5. Email and browsing 
awareness
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Where to find Automatic Updates
1. Windows 10

2. Mac OS

48
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Choosing and Remembering Passwords

 Multi-factor authentication on external systems
 Pass Phrases – Loooooong natural language

Password19           <------------- Unforgiveable!
Summer19          <------------- Terrible
N*78fm/1        <------------- Painful
Wallet Painting lamp  <-- GOOD
The Badgers win virtual ESPN bracket!  <-- BEST

 Password managers (LastPass, 1Password…)

49
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Questions?
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Thank you!

Randy Romes
CISSP, CRISC, CISA, MCP, PCI-QSA
Principal – Cyber Security Team
Direct:  612-397-3114
Randy.Romes@claconnect.com
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