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c2 = a2 + b2

Math Lesson

180 = a + b + c





Opportunity:

• Lack of supervision

• Management override of controls

• Poor record keeping

• Extreme trust in a single individual

• Lack of disciplinary action/reporting for previous 
frauds

• Poor segregation of duties

Why is 
Fraud 
Committed?



Pressure:

• A gambling or drug habit

• Personal debt or poor credit

• Medical expenses

• A significant financial loss

• Peer or family pressure to succeed

Why is 
Fraud 
Committed?



Rationalization:

• I was only borrowing the money and planned to 
repay it.

• The company won’t even realize this amount is gone; 
it’s not that much.

• I’ve been working with the company for 15 years. 
They owe it to me.

• I’ll stop once I pay off my debts.

• I deserved this after the way the company has 
treated me.

Why is 
Fraud 
Committed?



Non-Fraud-Related Misconduct
• Over 40% of fraudsters had engaged in some form of 

non-fraud workplace violations (bullying or 
intimidation most common)

Behavioral Red Flags
• Living beyond means
• Complaining about money
• Stops complaining about money
• Keeps too much control considering position 

(unwilling to share duties)
• Frequent delays when requesting information
• Doesn’t follow vacation policy

Who 
Commits 
Fraud?



Asset Misappropriation: schemes in which the 
employee steals or misuses an organization’s assets

• Tampering with monetary instruments

• Accessing member accounts

• Fraudulent loans

• Overstating reimbursable expenses

Types of 
Fraud



Financial Statement Fraud: fraud schemes 
involving the intentional misreporting of an 
organization’s financial information with the intent to 
mislead others

• Creating fictitious revenues

• Overstating assets

• Understating expenses

• Concealing liabilities

• Managing earnings

Types of 
Fraud



Corruption: schemes in which a fraudster wrongfully 
uses his influence in a business transaction for the 
purpose of obtaining a benefit for himself or another 
person

• Conflicts of interest

• Illegal gratuities

• Bribery

Types of 
Fraud



Fraud committed by outsiders: Fraud committed 

using the internet, mobile applications, and telephone

• Accessing personal data using web and mobile based 

applications

• Obtaining personal financial information directly 

from the victim by gaining his or her trust

• Stealing funds using threats or coercion 

Types of 
Fraud



0

5,000

10,000

15,000

20,000

25,000

30,000

35,000

40,000

45,000

December 2018 March 2019

Mobile Application Fraud



0%

10%

20%

30%

40%

50%

60%

Rogue Mobile Applications Phishing Trojan Horses Brand Abuse

Digital Fraud



Brainstorm!
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Case Studies





What happened?
• The CEO and President of a Credit Union used falsified invoices and expense reports to steal 

approximately $6 million over 5 years. 
How was it caught?
• Discovered due to an anonymous tip.
What went wrong?
• Lack of oversight 
• Management override of controls
How could it have been prevented?
• Controls over accounting, accounts payable, and ACH processing functions
• Higher awareness of the potential for management override 

Credit Union Fraud Case #1



What happened?
• Credit Union CEO stole approximately $40 million over 30 years. 
What went wrong?
• Segregation of duties 
• CEO was well-liked and trusted
• Forged signature
How could it have been prevented?
• Better controls including segregation of duties
• Financial statement audit – confirmation procedures

Credit Union Fraud Case #2



What happened?
• COO stole over $465k in the course of seven years to fund lifestyle
How was it caught?
• Not disclosed in court filings or by the authorities.  Likely a tip. 
What went wrong?
• Lack of segregation of duties
• Lack of review of employee accounts
How could it have been prevented?
• Segregation of duties over ability to post to accounts
• Employee account reviews

Credit Union Fraud Case #3



Capability

• Technical skills to take advantage of opportunity

• Intelligence to exploit control weaknesses

• Ability to deal with the stress

• Organizational positioning

• Deception skills to lie to the board, auditors, and others and maintain that lie 
over time

Commonality



The ACFE is the world’s largest anti-fraud 
organization

Together with more than 75,000 members, the 
mission is to reduce the incidence of fraud and 
white-collar crime.

Premier provider of anti-fraud training and 
education.

Association of Certified Fraud 
Examiners





Who Commits Fraud?









Victim Organizations





Internet Fraud















• Whistleblower hotline

• Appropriate cybersecurity controls

• Mandatory vacations

• Appropriate training at all levels

• Annual independent audit

• Board oversight

• Segregation of duties

• Appropriate dual controls in place

• Written fraud policy

• Employee Account Reviews

Safeguards and Internal Controls



Quiz! 



A) Install security updates and patches 
periodically

B) Use passphrases rather than 
passwords to control network access

C) Store member info on laptops rather 
than on the network

D) Store member information on a 
computer connected to the internet

Which of the following is a best practice for 
protecting member information:



A) Financials issued as of Feb. 28 even 
though books closed Jan. 15

B) Financials have been reviewed by a 
CPA (AUP) but never audited

C) The Credit Union changes auditors 
periodically due to disagreements

D) Only current year information is 
displayed rather than comparative

Which of the following would be a red flag to 
potential financial statement fraud?



A) Theft of noncash assets

B) Billing schemes

C) Expense reimbursement schemes

D) Financial statement fraud

Which poses the greatest risk for fraud to 
organizations?

-Questions and answers sourced from the Journal of Accountancy, June 2019, 
November 2018 and July 2018.



Questions 
and/or 
Experiences?



The material appearing in this presentation is for informational purposes only and 
should not be construed as advice of any kind, including, without limitation, legal, 
accounting, or investment advice. This information is not intended to create, and 

receipt does not constitute, a legal relationship, including, but not limited to, an 
accountant-client relationship. Although this information may have been prepared by 
professionals, it should not be used as a substitute for professional services. If legal, 

accounting, investment, or other professional advice is required, the services of a 
professional should be sought.

Assurance, tax, and consulting offered through Moss Adams LLP. Investment 
advisory offered through Moss Adams Wealth Advisors LLC. Investment banking 

offered through Moss Adams Capital LLC.
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