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* Headquarters: Springfield, MO
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OVERVIEW

Discuss key differences between an observation & a finding
 Why observations are important to the overall audit process

» Group discussion — common observations
Discuss tips for identifying observations within the scope of internal audit
Discuss observations identified outside of an internal audit

« Tips for identifying observations outside the scope of internal audit
» Hot topics & NCUA primary focus for 2019



OBSERVATION VS. A FINDING




COMMON CHARACTERISTICS OF A FINDING

* A matter having a direct negative impact on internal
control

* Noncompliance with internal policy, procedures or
applicable laws & regulations

» Often has a negative connotation
» Gets assigned a risk rating



BKD RATINGS OF INTERNAL AUDIT FINDINGS

— Indicates a significant matter requiring immediate attention &
involvement by the supervisory committee & senior management

— Indicates a significant matter requiring immediate attention by
senior management & possibly the supervisory committee

— Indicates a matter to be given priority by management &, if
not immediately addressed, may significantly impair the control structure
or operating effectiveness of the internal control systems

— Indicates a matter to be addressed in the normal course of
business, which may be of sufficient importance to be brought to
management’s & supervisory committee’s attention



COMMON CHARACTERISTICS OF AN OBSERVATION

« Opportunity to enhance efficiencies of operations
» Best practices within the industry

« Add value to the credit union

* No risk rating

« Often has a positive connotation



WHY OBSERVATIONS?

« Qutside of adding value to the credit union, identifying observations
allows you to

 Build trust with management & the auditee
 Increase your credibility
 Eliminate or reduce the “policeman” or “I got you™ mentality



COMMON OBSERVATIONS IDENTIFIED DURING AN

INTERNAL AUDIT

 Policy enhancements or lack of policies
* Incomplete or inadequate written procedures

* Inadequate documentation

* Inconsistencies in application of procedures

 Inadequate segregation of duties
 Lack of fraud or whistleblower hotline

 Inadequate tracking of findings
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FRAUD HOTLINE

Association of Certified Fraud Examiners (ACFE) Fraud Statistics:
* 40% of fraud is detected by tips, according to ACFE
» 5% of revenues are lost each year due to fraud
« 16 months pass before the average fraud is detected

« Organizations with hotlines catch fraud 50% faster
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EXAMPLE ROLLING FINDINGS REPORT

Sample Institution

Rolling Findings Report
Open Items
Date of Eesponsible Dae
= Priority Source Finding Management Response Finding Party Date Status

| Aundit

202 | Moderate Internal
Aundii

20ex-03 Low Regulator
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GROUP DISCUSSION

* In groups of 2-3 people, discuss some observations you've
identified during an internal audit. Be prepared to discuss
one with the group.
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GROUP EXERCISE

* In groups of 2-3 people, using the handout provided,
classify each item either as a finding or an observation.
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TIPS FOR IDENTIFYING
OBSERVATIONS DURING AN
INTERNAL AUDIT




PLANNING MEETING

* Hold a planning meeting prior to testing with
management & auditees

» Great time to identify areas of opportunity
» Ask if there are any specific concerns
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PLANNING MEETING AGENDA TOPICS

 Anticipated scope

* Significant changes in controls, policies or procedures
* New technology

 Staff turnover

* New products

* Prior findings or observations

» Regulatory exam concerns

« External audit findings/deficiencies

* Timeline — see example
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EXAMPLE TIMELINE

Tmitial Diraft of Assistance Azmt.
Process/Activity Meeting | provided | Provided Dates Meeting Report Submit’d Report Needed date
Week Week Week
beginming | beginming | begmnming I week 2 weeks J weeks & weeks I week
& weeks 4 weeks 4 weelks For che after last after last after last after last Prior fe
Suggested Nimeline prior fo prior fo Prior io week day af day of day af day of meenng
fAdwk fdwk fdwk beginning fldwk Sdwk fldwik fldwi dare TED
Risk Assessment n/a n/a n'a n'a n'a
Actual
Visit #1
Actual
Visit #2
Actual
Visit #3
Actual
Visit 74
Actual




WALK-THROUGHS, QUESTIONNAIRES &

INTERVIEWS

» Great way to gain an understanding of the process &
related controls

* Helps to understand where potential misstatements or
noncompliance with policies & procedures may occur

» Able to assess the competency of the person performing
the control

» More easily able to identify opportunities for improvement
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EXIT MEETING

» Discuss open items, questions, eftc.

* Discuss findings & observations with management &
auditee

* Achieve consensus & reach an agreement on findings vs.
observations
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POST INTERNAL AUDIT SURVEY

First-nand feedback from auditees,
management &/or the supervisory committee
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COMMUNICATING OBSERVATIONS

* Know your audience

« Can be communicated orally or written

 Clearly state the facts & circumstances

* Provide suggestions or recommendations rC%
 Allow for auditee to provide responses

 Establish a due date
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IDENTIFYING OBSERVATIONS
OUTSIDE OF THE SCOPE OF AN
INTERNAL AUDIT




COMMON TYPES OF OBSERVATIONS IDENTIFIED

OUTSIDE OF AN INTERNAL AUDIT

Industry best practices

Overall industry trends

Emerging risks

Examiner & auditor hot buttons, hot topics, etc.
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HOW DO YOU GO ABOUT FINDING OBSERVATIONS

OUTSIDE OF THE SCOPE OF AN INTERNAL AUDIT?

* Networking
* Industry publications

« NCUA letters to credit unions

» External auditors
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NETWORKING

 Attend conferences
* National conferences
« State conferences
» League conferences

» Core system user group
* Chapter meetings
* Roundtables
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NCUA LETTERS TO CREDIT UNIONS & OTHER

GUIDANCE

* Letters to credit unions

* Letters to federal credit unions
* Risk alerts

* Reqgulatory alerts

* Supervisory letters
* Accounting bulletins
« Consumer Financial Protection updates

* https://www.ncua.gov/regulation-supervision/letters-credit-
unions-other-guidance?exttype=letter to credit_union#results
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NCUA LETTERS TO CREDIT UNIONS & OTHER

GUIDANCE

You can search these regulatory letters going back to 1979 by document type, the year issued, by subject and by title or keywords. Please note that obsolete letters are not
included.

Search

Search Letters to Credit Unions and Other Guidance Apply

] Search keywords only

Filters
Title | | Select All Title O Showing 1 - 10 of 396 Results
Type [Letters to Credit Unions M
Su bject |—Se|ect Option- V|
Year
vy | e
Docket # = Title Subject <+ Type Year +
19-CU-01 Supervisory Priorities for 2019 Examination Letters to Credit 2019
Program Unions
18-CU-03 Merger Rule Provisions Including the Member-to-Member (MTM) Communications Process Mergers Letters to Credit 2018
Unions
18-CU-02 Examination Guidance for Bank Secrecy Act Customer Due Diligence and Beneficial Ownership BSA/AML Letters to Credit 2018
Compliance Unions
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INDUSTRY PUBLICATIONS

* The Audit Report (monthly magazine published by ACUIA)
* Credit Union Times
* Credit Union Journal

« Journal of Accountancy
* Webinars
* Whitepapers

29



ASK YOUR EXTERNAL AUDITOR!

 Your external auditor is a great resource for identifying
observations

« Access to numerous exams
 Significant amount of experience in control testing

« Work on a number of credit unions varying in size & complexity

« Aware of upcoming accounting standards & the impact to your
credit union
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HOT TOPICS & NCUA PRIMARY FOCUS FOR 2019

 Credit Risk — Commercial Business Lending

* Current Expected Credit Losses

» Bank Secrecy Act Compliance

» Asset Liability & Interest Rate Risk Management
« Consumer Compliance

* Mergers & Acquisitions

» Other Upcoming Accounting Standards
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CREDIT RISK - COMMERCIAL/MEMBER BUSINESS

LENDING (MBL)

« Expand Internal Audit Risk Assessment & Audit Plan to include MBL

* Inappropriate methods are being used for calculating impairment under
ASC 310

 Fair value of collateral (only if deemed collateral dependent)

» Present value of expected cashflows (only if not deemed collateral dependent)
 Periodic loan review process

* Required to review the financial condition of a borrower on a periodic basis

» Update risk rating accordingly
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CREDIT RISK - MBL

* Policy enhancements

« List qualifications & experience requirements for all personnel in commercial
lending

* Include appraiser requirements (including independence standards)

« Loan rating system — include quantitative analysis of credit risks that are
consistent with the risk characteristics of your MBL portfolio

» Refer to NCUA Rules & Regulations Part 723.3, 723.4 & 723.6 for more information
* Policy exception tracking & reporting
* Enhance reporting by aggregating the exceptions with the performance of the
loans
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CURRENT EXPECTED CREDIT LOSSES (CECL)

» Expectation is that examiners will start asking where your credit union is
In the process

« Consider using this CECL readiness checklist to assess progress

* https://www.csbs.org/cecl-readiness-tool

]

CECL readiness
assessment

= BKD CECL Implementation Benchmark Survey — see handout
» Refer to NCUA Letter to Credit Union 17-CU-05 & 16-CU-13 for more information

« Stop & Study Bill

» Would require examiners to study CECL’s impact & delay the effective date by

9y one year



CECL Readiness Checklist

		Institution Name: 		Enter your institution name here						Date updated:		Sunday, June 16, 2019

		Instructions for use		This tool contains a series of steps that may assist a financial institution in planning and preparing for the implementation of FASB's Accounting Standards Update (ASU) 2016-13, often known as the Current Expected Credit Losses (CECL) method. There is no regulatory expectation to use this tool.

The target dates suggested in this tool are suggestions only; they are not regulatory expectations or deadlines. Where possible, the tool provides references and context.  Each row can be thought of as a step toward full readiness for CECL. For each step, there is a space to enter your institution's self-defined target for that step. The tool suggests target dates based on your responses to cells E9 and E10. If you choose a target date that is different than the suggested date in column C, simply enter it in the cell for that step in column C. This will overwrite the prepopulated text. Use the "Date Completed" column to track your progress. Use the "Comments or Notes" column to capture questions, assign staff or flag issues that arise as you work through the steps.



		Preparation Phase

		Preparation Step		Description of Step/Action Item		Target Completion Date		Date Completed		Comments or Notes		For Reference…….

		1		Review Accounting Standards Update 2016-13, Topic 326, Financial Instruments--Credit Losses. The content relevant to most financial institutions can be found on pages 101 through 123 of the ASU.		Enter your target date here. A good target is 9/1/2017.		Enter completion date here		Enter comments or notes here.		The Financial Accounting Standards Board (FASB) issued Accounting Standards Update (ASU) No. 2016-13, Topic 326, Financial Instruments – Credit Losses, on June 16, 2016. The new accounting standard introduces the current expected credit losses methodology (CECL) for estimating allowances for credit losses. 
Link: http://www.fasb.org/jsp/FASB/Document_C/DocumentPage?cid=1176168232528&acceptedDisclaimer=true

		2		Review Joint Statement on the New Accounting Standard (ASU) on Financial Instruments--Credit Losses from June 17, 2016 and the Interagency FAQs.		Enter your target date here. A good target is 10/1/2017.		Enter completion date here		Enter comments or notes here.		This joint statement provides initial supervisory views regarding the implementation of the new accounting standard. This important accounting change requires the attention of each financial institution’s board of directors and senior management.
Joint Statement: https://www.fdic.gov/news/news/press/2016/pr16051a.pdf
Interagency FAQs: https://www.fdic.gov/news/news/financial/2016/fil16079.pdf

		3		Review the existing allowance for loan and lease losses methodology to identify systems and reports that provide needed information. Keep a list of data and systems used today.		Enter your target date here. A good target is 10/1/2017.		Enter completion date here		Enter comments or notes here.		Data and systems that are used under an existing ALLL methodology will likely be useful under a CECL methodology. Maintaining such data will help ensure a useful dataset is available for whatever CECL methodology is chosen.

		4		Determine whether your institution is a SEC-filer.
Select "Yes" or "No" from the dropdown menu in column E--Comments or Notes.		Enter your target date here. A good target is 10/1/2017.		Enter completion date here		No		Determining whether your institution is a SEC-filer determines your effective date. Note: if you are not a PBE, then you cannot be a SEC-filer.

		5		Determine whether your institution is a Public Business Entity
Select "Yes" or "No" from the dropdown menu in column E--Comments or Notes.		Enter your target date here. A good target is 10/1/2017.		Enter completion date here		No		For a non-SEC-filer, determining whether your institution meets any of the other criteria for PBE status is important in determining your institution's effective date. The Federal Banking Agencies are expected to issue materials to help determine whether your institution meets the definition of a PBE.

		Your effective date is----------------------------------->								1/1/22		Early adoption will be permitted for all entities for fiscal years beginning after December 15, 2018, including interim periods within those fiscal years. Note: for non SEC-filing PBEs, reporting begins on 12/31/2021 for the fiscal year, which means institutions in this category will likely need to maintain data from the beginning of that year.

		Your first Call Report under CECL will be the Call Report for the period ending on----------------------------------->								3/31/22		Your first Call Report due under CECL may not be the first reporting period after your effective date.

		Implementation Phase

		Implementation Step		Description of Step/Action Item
Each step below will require a different level of effort and may involve staff from different areas.		Target Completion Date
Enter a date in the cells below by which your institution plans to complete each step. The column is prepopulated with recommended dates based on your responses in cells E9 and E10.		Date Completed
Enter the date your financial institution completed each step.		Comments or Notes
Use this column to record any notes, comments, or questions as you work through this checklist. Or, use this to track staff responsibilities for each step.		For Reference…….
This column contains references or context to help understand the steps of this tool.

		1		Identify functional areas within the institution that will play a role in implementing the new standard		Enter your target date here. A good target for your bank is 6/30/2018.		Enter completion date here		Enter comments or notes here.		CECL is not just an accounting function. It will require input from many areas of a financial institution, including credit, internal audit, and accounting. Consider forming a cross-functional committee of representatives from these areas that can guide the implementation process.

		2		Collect and retain data used in the current ALLL calculation. This data may be useful under CECL. Ensure existing vendors do not discard data that may be needed under CECL.		Enter your target date here. A good target for your bank is 9/30/2018.		Enter completion date here		Enter comments or notes here.		Systems used today will likely be useful in a CECL methodology. For example, historical loss rates that are collected under existing ALLL calculation models will likely be useful when estimating losses under CECL. Before discarding any data, be sure it will not be needed for CECL calculations. Ensure data processors and other vendors maintain data for a sufficient period of time.

		3		Evaluate the methodologies available to estimate expected credit losses. Methodologies to estimate losses may vary by asset type. Determine whether new or additional data will be needed for the chosen methodologies.		Enter your target date here. A good target for your bank is 9/30/2018.		Enter completion date here		Enter comments or notes here.		The standard does not require use of a particular methodology, but instead provides a range of acceptable methodologies. These include loss rate, roll-rate, vintage analysis, discounted cash flow, and probability of default/loss given default methods. Neither a vintage nor a discounted cash flow method is required for estimating expected credit losses, but PBEs and SEC-filing institutions will be required to disclose certain vintage-based information.

		4		Determine how the loan portfolio will be segmented, i.e., how loans will be grouped together for evaluation purposes.		Enter your target date here. A good target for your bank is 9/30/2018.		Enter completion date here		Enter comments or notes here.		Segmentation refers to how a portfolio's assets that share similar characteristics may be grouped together for evaluation purposes. For example, the loan categories used in Schedule RC-C of the Call Report may be considered an appropriate segmenation. 

		5		Select a methodology(ies) of those evaluated in step 4.		Enter your target date here. A good target for your bank is 6/30/2019.		Enter completion date here		Enter comments or notes here.		Remember, different asset types can be evaluated using different methodologies.

		6		Finalize the data collection process. Begin collecting the data identified in steps 2, 3, and 4.		Enter your target date here. A good target for your bank is 6/30/2019.		Enter completion date here		Enter comments or notes here.		The data needed will vary depending on the methodology used. Certain methodologies, such as the vintage  or discounted cash flow methods, will likely require more detailed data.

		7		Input data into the chosen methodology as it becomes available. 		Enter a target start date. A good target for your bank is 9/30/2019.		Enter completion date here		Enter comments or notes here.		As data is accumulated, input it into the chosen methodology to estimate losses on an asset (or a group of assets). For example, if a historical loss rate methodology was chosen, update the historical loss rates in the methodology as losses are incurred on various asset categories.

		8		Review the outputs of the methodology and compare the results with the current methodology to determine reasonableness. Consider sharing preliminary results with external auditors or others for feedback.		Enter a target start date here. A good date to start this step for your bank is 3/31/2020.		Enter completion date here		Enter comments or notes here.		Compare the allowance for credit losses balance under the current methodology to the projected balance under a CECL methodology to get a sense of the impact.  Consider sharing the preliminary results with external auditors and/or regulators at this stage. This may also be a good time to discuss the accounting entries that will be required to book this difference once CECL is adopted.

		9		Based on outputs from the methodology and current data, perform an impact analysis on the institution's regulatory capital ratios and other key performance indicators, as appropriate.		Enter a target start date. A good target for your bank is 3/31/2020.		Enter completion date here		Enter comments or notes here.		In order to assess the impact the CECL methodology will have on capital ratios, earnings, and other performance indicators, it is recommended that an analysis be performed. For instance, if the CECL model shows that a significantly larger allowance for credit losses balance will be required, the impact of that increase on earnings and/or capital should be evaluated and communicated with the Board of Directors and other stakeholders. This will also help an institution take anticipatory steps to minimize dramatic changes in the levels of capital or earnings.

		10		Validate the methodology, process, and financial impact with the Board of Directors, audit committee, and other stakeholders as appropriate.		Enter a target start date. A good target for your bank is 3/31/2020.		Enter completion date here		Enter comments or notes here.		Discuss the chosen methodology(ies), its impact, and any assumptions with senior management and the Board of Directors or the relevant committee. This is important to ensure that leadership has a strong understanding of the change, its impact, and any assumptions which affect the methodology.

		11		Adjust the methodology, as necessary, based on feedback from the stakeholders from step 10.		Enter a target start date. A good target for your bank is 6/30/2020.		Enter completion date here		Enter comments or notes here.		Based on a review of the methodology with the Board of Directors and other stakeholders, adjust the inputs or assumptions, if necessary.

		12		Finalize the methodology(ies), assumptions, and data inputs.		Enter a target start date. A good target for your bank is 9/30/2020.		Enter completion date here		Enter comments or notes here.		Certain inputs, assumptions, and other aspects of the CECL model should be controlled to prevent unauthorized or accidental manipulation. Consider implementing a governance strategy that sets out responsibilities for the management of different aspects of the methodology, and how any changes are reviewed and reported.

		13		Update policies to reflect new operating procedures and responsibilities under the new standard.		Enter a target start date. A good target for your bank is 12/31/2020.		Enter completion date here		Enter comments or notes here.		Make any necessary changes to policies, including those related to lending, allowance for loan and lease losses, and other policies to reflect the new operating procedures and responsibilities.

		14		Implement new policies and issue financial reports under new standard. 		Your effective date is January 1, 2022 and the first Call Report due under the new standard will be the reporting period ending March 31, 2022. You're all set!		Enter completion date here		Enter comments or notes here.		Communicate the policy changes and process to the Board of Directors and other stakeholders of the institution. 









































































































































&G	This tool is intended to be used by banks and other financial institutions, at their discretion, to plan and prepare for the implementation of the Financial Accounting Standards Board's (FASB) Topic 326, Financial Instruments--Credit Losses. 


	


The contents of this tool should not be considered guidance, nor should the target dates be viewed as regulatory expectations.	




Dates

		Effective Dates		Effective Date		Effective Date		First Call Report		C14		C15		C16		C17		C18		C19		C20		C21		C22		C23		C24		C25		C26		C27

		PBE that is an SEC filer: 		fiscal years beginning after 12/15/2019 (generally, January 1, 2020)		1/1/2020		March 2020		Enter your target date here. A good target for your bank is 12/31/2017.		Enter your target date here. A good target for your bank is 12/31/2017.		Enter your target date here. A good target for your bank is 3/31/2018.		Enter your target date here. A good target for your bank is 6/30/2018.		Enter your target date here. A good target for your bank is 6/30/2018.		Enter your target date here. A good target for your bank is 6/30/2018.		Enter a target start date. A good target for your bank is 9/30/2018.		Enter a target start date here. A good date to start this step for your bank is 3/31/2019.		Enter your target date here. A good target for your bank is 3/31/2019.		Enter your target date here. A good target for your bank is 3/31/2019.		Enter your target date here. A good target for your bank is 6/30/2019.		Enter your target date here. A good target for your bank is 9/30/2019.		Enter your target date here. A good target for your bank is 12/31/2019.		Your effective date is January 1, 2020 and the first Call Report due under the new standard will be the reporting period ending March 31, 2020. You're all set!

		PBE that is not a SEC filer:		fiscal years beginning after 12/15/2020 (generally, January 1, 2021)		1/1/2021		March 2021		Enter your target date here. A good target for your bank is 6/30/2018.		Enter your target date here. A good target for your bank is 9/30/2018.		Enter your target date here. A good target for your bank is 9/30/2018.		Enter your target date here. A good target for your bank is 9/30/2018.		Enter your target date here. A good target for your bank is 6/30/2019.		Enter your target date here. A good target for your bank is 6/30/2019.		Enter a target start date. A good target for your bank is 9/30/2019.		Enter a target start date here. A good date to start this step for your bank is 3/31/2020.		Enter a target start date. A good target for your bank is 3/31/2020.		Enter a target start date. A good target for your bank is 3/31/2020.		Enter a target start date. A good target for your bank is 6/30/2020.		Enter a target start date. A good target for your bank is 9/30/2020.		Enter a target start date. A good target for your bank is 12/31/2020.		Your effective date is January 1, 2022 and the first Call Report due under the new standard will be the reporting period ending March 31, 2022. You're all set!

		Non PBEs:		fiscal years beginning after 12/15/2021 (generally, January 1, 2022)		1/1/2022		March 2022		Enter your target date here. A good target for your bank is 9/30/2018.		Enter your target date here. A good target for your bank is 9/30/2018.		Enter your target date here. A good target for your bank is 9/30/2018.		Enter your target date here. A good target for your bank is 12/31/2018.		Enter your target date here. A good target for your bank is 6/30/2019.		Enter your target date here. A good target for your bank is 6/30/2019.		Enter a target start date. A good target for your bank is 12/31/2019.		Enter a target start date here. A good date to start this step for your bank is 3/31/2020.		Enter a target start date. A good target for your bank is 3/31/2020.		Enter a target start date. A good target for your bank is 3/31/2020.		Enter a target start date. A good target for your bank is 6/30/2020.		Enter a target start date. A good target for your bank is 12/31/2020.		Enter a target start date. A good target for your bank is 12/31/2020.		Your effective date is January 1, 2021 and the first Call Report due under the new standard will be the reporting period ending December 31, 2021. You're all set!









		Yes

		No

		Password to unlock locked cells is: CSBS1902
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BSA COMPLIANCE

« (Continued focus area of the examiners in 2019

« Compliance with new beneficial ownership regulation
(31 CFR 1010.230)

* Resolution of false positive suspicious activity

« See NCUA Letter to Credit Union 18-CU-02 for more
iInformation about the NCUA's primary focus surrounding BSA
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CONSUMER COMPLIANCE

« Will evaluate federal credit union’s compliance with HMDA reporting

» Refer to the Consumer Financial Protection Update 18-01 for more information
 Military Lending Act (MLA)
» Refer to the NCUA Regulatory Alerts 16-RA-04 for more information
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MERGER & ACQUISITION ACTIVITY

» Since Q1 2018, there has been a significant increase in M&A in the credit

union space
NCUA merger approvals

Q418 Qe

* What controls does the credit union have in place?

« Controls surrounding due diligence, Day 1, Day 2, system integration, etc.

&0
20

40 47
30
20
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o
Q118 Q218

Source: NCUA

- » Great area to identify observations & add value to the CU



OTHER UPCOMING ACCOUNTING STANDARDS g

The following standards will be applicable within the next two years:

» Revenue Recognition (Topic 606) — effective for year-ends beginning after
December 15, 2018

» Leasing — (Topic 842) — effective for year-ends beginning after
December 15, 2019
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Questions?

Chad Garber | 317.383.5443 | cgarber@bkd.com
David Rabb | 317.383.4048 | drabb@bkd.com



Thank You!

bkd.com/FS | @bkdFS

CPAs & Advisors
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