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About CliftonLarsonAllen

• A professional services firm 
with three distinct business 
lines

– Wealth Advisory
– Outsourcing
– Audit, Tax, and Consulting

• More than 4,500 employees
• Offices coast to coast

Investment advisory services are offered through CliftonLarsonAllen 
Wealth Advisors, LLC.
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Information Security Services
Information Security offered as specialized service offering 
for over 20 years
Penetration Testing and Vulnerability Assessment
IT/Cyber security risk assessments
IT audit and compliance 

GLBA/FFIEC, NIST, PCI-DSS, HITRUST, etc…

Incident response and forensics
Security awareness training
Independent security consulting
Internal audit support

http://www.claconnect.com/services/information-security#Resources
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Raise Your Hand If…
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Everything Can Talk to Everything….

5

• My product or 
system can talk 
to yours!

• They all have…

• How do we 
manage that???
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Internet of Things (IoT)
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Raise Your Hand If…
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Ten Ways to Lose 
EVERYTHING...
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10 Ways to Lose EVERYTHING

1. Users clicking links
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10 Ways to Lose EVERYTHING

2. Users clicking links
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10 Ways to Lose EVERYTHING

3. Users clicking links
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10 Ways to Lose EVERYTHING

4. Users clicking links
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10 Ways to Lose EVERYTHING

5. Users clicking links
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10 Ways to Lose EVERYTHING

6. Users clicking links
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10 Ways to Lose EVERYTHING

7. Users clicking links
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10 Ways to Lose EVERYTHING

8. Users clicking links
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10 Ways to Lose EVERYTHING

9. Users clicking links
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10 Ways to Lose EVERYTHING

10. Users opening attachments



twitter.com/
CLAconnect

facebook.com/
cliftonlarsonallen

linkedin.com/company/
cliftonlarsonallen
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CLAconnect.com

youtube.com/
CliftonLarsonAllen

Thank you!

Randy Romes, CISSP, CRISC, MCP, PCI-QSA
Principal, Information Security, 
Direct:  612-397-3114
Randy.Romes@claconnect.com

Questions

http://www.twitter.com/CLA_CPAs
http://www.facebook.com/CliftonLarsonAllen
http://www.linkedin.com/company/cliftonlarsonallen
http://www.twitter.com/CLA_CPAs
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Current State of 
Cybercrime

What are the Bad 
Guys Doing?
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Cyber Fraud Themes

• Hackers have “monetized” their activity
– More sophisticated hacking
– More “hands-on” effort
– Smaller organizations targeted
– Cybercrime as an industry

• Everyone is a target…

• Phishing is a root cause behind the majority of cyber 
fraud and hacking attacks

21
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Largest Cyber Fraud Trends - Motivations
• Black market economy to support cyber fraud

– Business models and specialization

• Most common cyber fraud scenarios we see affecting 
our clients

– Theft of PII and PFI
◊ W2/Payroll/Benefit info

– Theft of credit card information
– Account take overs
– Ransomware and Interference 

w/ Operations

2
2
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The Cost

Global cybercrime cost businesses up to:
$400 BILLION annually

Some estimate it will reach:
$2.1 TRILLION by 2019
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Marketplace for Stolen (information)

• Attackers buy and sell data on cyber 
black market
– “The Dark Web” - Similar to amazon.com 
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Payment Fraud

• Most people interact with their CU 
electronically
– Wire transfers & ACH payments
– Online banking

• Account Take Over (CATO)
– Compromise accounts/credentials that 

can move money
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Payment Fraud
• Can occur via technical means

– Attackers “hack” into finance computers
– Banking Trojans monitor online banking
– Create fake employees in payroll/ACH file

• Can occur via non-technical means
– Social engineering
– Coerce employee to send money

◊ E.g. Fake CEO emails cost businesses BILLIONs 
over last 3years
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CATO Lawsuits – UCC
• Electrical Contractor vs. Bank

– > $300,000 stolen via ACH through CATO
– Internet banking site was “down” – DOS?
– Contractor asserting bank processed bogus ACH file 

without any call back
• Escrow Company vs. Bank

– > $400,000 stolen via single wire through CATO
◊ Escrow company passed on dual control offered by the 

bank

– Court ruled in favor of bank
– Company’s attorneys failed to demonstrate bank’s 

procedures were not commercially reasonable

27
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A Unique CATO Example
• EXAMPLE 1
• 3 Member accounts

– Adam and Beth
◊ Accounts compromised 

“previously”
◊ No changes

– Joe
◊ Account compromised – PII 

Changed
◊ New/replacement debit card 

ordered
– Account to account transfers 

initiated (to Joe account)
◊ Funds removed from Joe account

28

• EXAMPLE 2
• 3 Member accounts

– Mike and Sue
◊ Accounts compromised 

“previously”
◊ No changes

– Ann
◊ New account set up with 

minimal funds

– Member to Member 
transfers initiated (to Ann 
account)

◊ Funds removed from Ann 
account

• Unique twist related to Core Conversion…
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Ransomware

http://www.engadget.com/2016/02/19/hospital-ransomware-a-chilling-wake-up-call/

29
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Ransomware
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Ransomware

• Cryptolocker, Locky, WannaCry, etc.

• Encrypts all data, holds in “ransom” 
for $$
– Data on local machine and on network

• Can affect non-Windows OS (e.g. Mac)
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Ransomware

32
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Ransomware

• Malware 
encrypts 
everything it can 
interact with

33
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• Filtering 
capabilities

• Users that 
are aware 
and savvy

Ransomware 
Defensive Strategies

34
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• Minimized user access
• Software Restriction Policies

– Not allowing files/DLLs to run in AppData
– https://technet.microsoft.com/en-us/library/cc759648(v=ws.10).aspx

• Applocker
– Similar to SRP

• EMET
– https://technet.microsoft.com/en-us/security/jj653751

Ransomware Defensive Strategies

35
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Ransomware Defensive Strategies

• Current operating 
systems

• Patched vulnerabilities
• Working backups are 

critical…

36
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Phishing Examples

37
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• CEO asks the CFO…
• Common mistakes

1. Use of private email
2. “Don’t tell anyone”

• Safeguards
1. Never use email for sole 

method of authorization
2. Ensure recipient has VERBALLY 

validated with “source” of email 
for financial transactions

• http://www.csoonline.com/article/2884339/malware-cybercrime/omahas-scoular-co-loses-17-
million-after-spearphishing-attack.html

Persuasion Attack – CEO Impersonation

38
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• https://krebsonsecurity.com/tag/bec/

Persuasion Attack CEO Impersonation

39
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Lessons Learned 
When I Hacked a 
________________
(you fill in the blank)
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Attacking a Credit Union

Performing Reconnaissance
• Who’s who in the company?
• Gather email addresses
• Understand what services are exposed 

to the Internet
– Webmail
– VPN
– PACS
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Attacking a Credit Union
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Attacking a Credit Union

Let’s Go Phishing
• Determine what you want

– Remote access program
– Credential harvesting

• Impersonate an internal employee
– Most SPAM filters don’t block this by 

default
– Much higher success rate
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Attacking a Credit Union
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Attacking a Credit Union



©
20

18
 C

lif
to

nL
ar

so
nA

lle
n 

LL
P

Attacking a Credit Union
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What Does The Internet Perimeter 
Look Like (The Attack Surface)
• Externally Exposed Services

– Webmail
– VPN
– Helpdesk Portal
– VMware Desktop
– Clinical Studio
– Lexmark Diagnostic Viewer
– Merge PACS
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Attacking a …. 
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We Are Inside – Now What Do We Do

Internal network access… now what?
• Find sensitive information

– Most employees have direct access to 
sensitive info

– File shares and applications that are too 
open

• Elevate privileges
– Often find administrative privilege issues
– Abuse weak password policies
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Password Cracking (I mean auditing…)
Password Audit Total

Number of passwords audited 855

Passwords cracked 794

Passwords that were all letters 63

Passwords that were all numbers 5

Passwords that were an English word 20

Passwords that were a word with numbers appended to it 200

Passwords that were the same as the username 6

Passwords that do not meet Windows complexity 584



©
20

18
 C

lif
to

nL
ar

so
nA

lle
n 

LL
P

Password Cracking (I mean auditing…)
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Strategies & Action Items

How Can Organizations 
Protect Themselves
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Strategies
Our information security strategy 
should have the following 
objectives:
• Users who are aware and savvy
• Networks that are hardened and 

resistant to malware and attacks
• Resilience Capabilities: Monitoring, 

Incident Response, Testing, and 
Validation

54
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Policies
 People, Rules and Tools

– What do we expect to occur?
– How do we conduct business?

 Standards Based, Disciplined, Change 
Management, operating from a 
Governance or Compliance framework:
– FFIEC/GLBA
– CIS Critical Controls
– PCI – DSS

55

People Rules

`

Tools
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CIS (SANS) Critical Controls

56

https://www.sans.org/critical-security-controls

https://www.cisecurity.org/controls/
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Defined Standards

57
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Defined Standards
• Secure Standard Builds
• Hardening Checklists

58
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Operational Discipline

• Disciplined Change Management
• Consistent Exception Control & 

Documentation
– Should include risk evaluation and 

acceptance of risk
– Risk mitigation strategies
– Expiration and re-analysis of risk 

acceptance

59
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Vulnerability and Patch Management 
Standards
• Define your standard
How soon should critical 

updates be applied???
TWO Answers…

• Manage to your standard
• Document and manage 

your exceptions
60
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Know What “Normal” Looks Like

61

Alignment of centralized audit logging, analysis, and 
automated alerting capabilities (SIEM) & DLP
•Infrastructure
•Servers & Applications
•Data Flows
•Archiving vs. Reviewing
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Management and Monitoring
• Monitoring 

– System logs and 
application “functions”

– Accounts
– Key system configurations
– Critical data systems/files

• Scanning
– Patch Tuesday and 

vulnerability scanning
– Rogue devices

62
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Protect Against Email Phishing

• Harden email gateway (spam filter)
– Block potentially malicious file attachments (e.g. 

ZIP, RAR, HTA, JAR)
– Flag Office documents that contain Macros as 

suspicious
– Prevent your organization’s domain from being 

spoofed
◊ Sender Policy Framework (SPF)
◊ Custom rule to evaluate SMTP Letter FROM field

– Flag emails that originate from the Internet
◊ E.g. Modify subject line to say ‘External’

63
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Protect Against Email Phishing
• Continue to Train Employees and Members

– Train employees how to spot odd wire requests
◊ Politely challenge the request and ask if it has been verified 

through proper channels (NOT email)

– Provide educational material and training to business 
members

◊ Provide sample policies/guidelines for organizations that don’t 
have them

◊ Hold events for business members that discuss cyber security
◊ Explain simple controls to implement (limits, two-step/two-factor, 

etc.)
◊ Make sure request is not authorized via email

64
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Action Items

• Configure auditing/logging
– Understand and document 

logging capabilities
– Ensure all systems are configured 

to log important information
– Successful logins is just as 

important to log as failed logins
– Retain logs for at least 1 year, 

longer is better
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Action Items

• Test backup systems
– Periodically test backup systems to ensure 

you can recover from ransomware
– Have IT perform a full, bare-metal 

recovery of main file share
– Have IT document how long it takes to 

recover various files or systems
– PRACTICE…
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Action Items

• Audit systems for default/weak 
passwords
– Most systems have default passwords and 

they are all documented online
– Don’t overlook “simple” systems

◊ E.g. Printers, IP cameras, etc.
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Action Items

• Validate that your expectations are being 
met for cybersecurity
– Penetration Testing

◊ Informed/White Box
◊ Uninformed/Black Box

– Social Engineering Testing
– True Breach Simulation

◊ Red Team/Blue Team 
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Questions?

69
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CLAconnect.com

youtube.com/
CliftonLarsonAllen

Thank you!

Randy Romes, CISSP, CRISC, MCP, PCI-QSA
Principal, Information Security, 
Direct:  612-397-3114
Randy.Romes@claconnect.com

http://www.twitter.com/CLA_CPAs
http://www.facebook.com/CliftonLarsonAllen
http://www.linkedin.com/company/cliftonlarsonallen
http://www.twitter.com/CLA_CPAs
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